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ABSTRACT

The intelligent video surveillance environment is a system that extracts various information about a video object and
enables automated processing through the analysis of video data collected in CCTV. However, since the privacy exposure
problem may occur in the process of intelligent video surveillance, it is necessary to take a security measure. Especially,
video metadata has high vulnerability because it can include various personal information analyzed based on big data. In this
paper, we propose a COP-Transformation scheme to protect video metadata. The proposed scheme is advantageous in that it
greatly enhances the security and efficiency in processing the video metadata.
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Fig. 1. Example of Privacy Masking Technology(6)
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Abbreviation Content
D, R Pre-shared Initial Seed
Ci i-th Character of C
P; i-th Random Scale Value
R; i-th Pseudorandom Number
DIG(-) Result of Digitalization
CHR(") Result of Characterization
PRNG(-)*® Pseudorandom Number Generation
T i-th COP-Transformation Value
X The Last Element of Domain
n Source String Length
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Fig. 4. The Concept of COP-Transformation

Algorithm : COP-Transformation

i=0
While i<n do
A; = DIG(Cy)
s=Ri; + D
R; = PRNG(@1)®
A;
P,= Y, PRNG(k)*
E=1
j=0, u=0

while u<p; do
M; = PRNG(j)**!
u=»M+u
=i+l

end

if (R mod 2)
Ti = CHR()

else

= CHR(DIG(x) -j)
endif
i=i+1
end

= 0 then

Fig. 6. COP-Transformation Algorithm
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Original Query :

select video_ id, video idx
from metadata

where tag ) C, and tag { C,

Transformed Query :

select video_id, video_idx

from metadata

{where tag= 1) and tag< 7, if R mod2=0
wheretag < T, and tag= T, otherwise

Fig. 8. COP-Transformation of SQL Query
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